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it Daniel Papa, Pr.,sldent of NECC Telecom,. Inc.~ oertitY that 1am an offll:lel' of the
comp~ny namcd aboy¢, and I1Ctln~ as an agent oftile company, that 1have persofl~l

knowledge that the Cl")mpany has e$tabHshed -operating ptocedures that are adequate to
ensunH:l'ompHanee wlth'the Cf;Immlsslon's CPNI rules. S~ 47 C.F.R § 64.2(lOI et },'eq,

Attached w"this certification as ExhibIt I'Nt is an t\(l(lompan)'ing $tll.toment ~pIt.dnh)g
howNECC Telecom, Inc.'s procedures ernsurethatth~ company Is in oompHanoo wIth
thl!! requirements set fbrth In Sectl(;m 64.2001 et $eq. ofthe CommissIon's rulers.

C'··-·-·~ .

r'CCAlmual r.m~



Federal Co.mmunlcatlM& Commission
Page Three

4nn!!lll.41 ~,Ft& § !!4,2Q!l9fe) crw.CertIfl~ition

InDpdmt 06.~j

NE:CC Telecom, Inc, hils not taken any actiPJ'l$ (proO(lfXUngs instituted Of petltlons
filed by a company at either state oomml~slol'ls. the court system~ ()r at th@ Comminion
against data brokers) against: data brokers in the )m$t year. Companies mu~1. repon on any
information that they hav¢ wIth reupcQt to the processes pretexters t\Te mdng to attelll pt to
ao¢¢ss ePNI , Mdwhat steps companies ate takltlg to proteot ePNL

NBCC Telecom, 1no. has not reci'lved a11;Y ou~tomil:t complaInts in the past y~ar
concerning the unnuthottzed wlease ofC,PNl (number ofcustomer complGlints a company
has received reJated to unauthotlzed accesS to Cp~n1 or nnauthorized disclosure ofCPN1,
broken down by oategory Qr oomplaint, e.g., inSWl.ces orJmprop~ c1cces£ by employees,
instu:noes of improper dl!lclo$u:r~ to Individuals not authol'it.ed to receive the Information,
01' Instances ofitnproper oocess to ordlntJ info,rmadon by lndf-qtuusls not autl1Ol'l1.'ed to
view the information).
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Section 64.Z0Q5

NECC TELECOM, INC.
1607 Big Beaver Road, Ste 250

Troy, MI48083

Exhibit A

Compliance Requirements

NECC Telecom, Inc. ("Company") maintaIns the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Usc of ~ustomer proprietary network Information withollt cnstomer
approval.

(a) Arty teloool.1ll:tl1ln.icatl.ons carrier may use, disclose, or permit access l"O CPNI foX' the purpost> of
pl'Ovidlng or marketing service offerlngs wong the categories of service (i.e" local, interexchange, and
CMllil) to whicb the customer already subscribes from the same carrier, withont customer approval,

(1) If a l:e!J.lc-ommunicauClDs ca:rrier preview.; different categOries of service, alld a customer
subscribe-s to more fuan one category of servjce offered. by the cattier, tlt~ carrier is pemi.tted to shale
CPNllU'llOl'lg the cro:ner's affiliated enl:i.lies that provide aservice offurlng to the ~ustom.er.

(2) If a teleconUnuniootions camer provides different categories ofservice, but a customer does
not subscribe to more than on~ offering by the carrIer, the ClUrler !tl Mt permitlBd to s.nal'e CPNl with tis
affiHal:es, except as provided in §54.2007(b),

(b) Ateleoonummications carrier may not US\iI, disclose, or permit ~estl to CPNI to market to a
'wstomer setYice off<mng$ that ate withln Ii clltegory of servloo to Which fue subscriber does not ab::eady
snbsoxibe frOID that Cllnier, lln1css that camet has customer approval to do SO, except as Mscn'bed in
parngtallh(c) ofthill section.

(1) A wireless provider may usej disclose, or penn.lt access to CPNr d~lved from i\:S provision of
C:MRS, wIthout customer llppro~al. fur the prov!irlon ofePE and infllt/nation $m'lce(s). A wl.reUne carrier
may use, disolose or permit accoo.s to eM derived from it~ provision of local exchange serv!.(le. or
interexcbang.,. servioo, without cusromer approval, fur the provision. of CPE and<JaU Imswermg, voice mail
or messaging, voice storage and ri\'~'ieV'al servIces, fax store,~d forward. and protoool wnverslon,

(2) A wleoonnnllJlicatiDns carrier may 1).Ot 'Use~ disclose. or pernrit access to CPNI to identify or
track cUstomers that (:&11 competing servic& provide):'S. For example, a local exchange carrler may not use
local servlc(} CPNI t¢ track all customers: that ca!llocal. servkc competito1's,

(0) A felecom.tt1Uolcatioos cmier may use. disclose, or permit access to CPNr. without custom~r
approval, as described in this paragraph (0.).

(1) A teleuormnunicatio1l$ cal'rler m<ty lise, disclose, or petmit acoe:.ss to CPNl, without customer
approval, in its provIsion of inside wiring Installation, maintenance, and repair s~rvlces.

(2) CMRS providerG may use, disclose,. or pennit aocess to CPNl for fue ptupose of conducting
research on the health effects ofCMRS.

1



(3) LECs, CMRS providers, and lnteroonnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-bas!e services, such as, but not Hmited to, speed
dialing, computer,provided directory assistance, call monitoring, call tracing, cal! blocldng, call return,
repeat dialing, call tracking, call waiting, caller1.0., call forwarding, and certaul Centrex features,

(d) AtelOOQJl'U11unicatlons carriermay use, disclose. or pet'lUit access to Cl'N! to protect the rights
________o_r'!'12_J<)~p...,er_rty"--ofthecarrier, or to protect users ofthoae services and other carriers from fraudulent, abusive, or

unlawful use of, or subscrIption to, such services.

The C(mlpauy has adopted spufflc CPNIpolicies (0 effsure tltat~ in the absence ofcustomer 4Pproval,
CPNl is only u.reil by tIle Compmty to provide: or market service offtrmgs amOJlg the categories oj
servJrJe (i.e., local, interexchange, mzd CMB3) to wlzie.h tile custameT' already sUbscribes. The
Comp(luyls CPNI pqlides prohibit tlze sharing 0/ ePNI with uffll1atex! CfJmplIltUts. except as permitted
under Rule 64.2005(a)(1) ot witll ClIWmler approVtllpu,suant tQ RUle 64.2007(b). TI,eOllly exceptiorl$
tt; these poUcles are as permitted under 47 o.S.C § 222(d) arulRule 64.2005.

Section 64.:W07 Approval required for use of custotner proprietary network information.

..

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(1) A telecommunicatIons clll1'ier relying on orlll appr;wal shall bear the burden of demonstrating
that such approval has been given i.n compIiancewitb the Commission's rules In this part.

(2) Approval or disapproval to use, disclose, or pennit access to a customer's ePNI obtained by a
telecomm~ications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommuni~atlons carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

I1t all circumffallCES where customer approvalls required tv use, disclose Of permit aece(i,~ tf) CRNl, the
CQmpfmy's ePNlpolicies require dUd the Company obtain customer approval tilrough written. Qral or
electronic methods In compliance with. Rule 64.2007. A CIlYUJrner's approval Qr tllsapprolJaI remains in
effect unti! the customer rel'okes Of lbnils tits 4pproval or disappruva1. Tlte Company rna/ilta/llS records
ofC4$lomer approval (wlletller written, oralCf electrOllic) jor a minimum ofoneyear.

(b) Use ofOpt-Out and Opl~ln Approval Processes. A telecommunications carrier may, subject
to 0l't'-out approval or opt~!n approval, use Its custtlmer's individually identiiiable ePNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNt. for the purpose
of marketing communIcations-related services to that customer, to its agents and its afflJiates tllat pro....ide
oommunicationNelated services. A telecommunications carrier roay also permit such person or entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNl that is pennitted
without customer approval under section §64.200S, or that is descdbed in this paragraph, or as otherwise
provided in section 222 of the Colll.l1:lunications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's Individually identifiable ePNI subject to opt-in
approval.

Tlte Compm1;Y does not use CPNI for any purpose (inclUding marketing c()mmwtiCiltion~rewteil

services) and does 'not disclose or grllltt access to CIWlto anyp«Tty (including to agent'l or affiliates that
provide commuJJicatiQFt!HeCaied services)~ except as permitted undu 47 U.S.C. § 222(d) am! Rule
64.2fJOS.
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Section 64.Z008 No1ice required for use of customer proprietary network information.

(a) Notification, Generally. (1) Prior to any solicitatIon for customer approval, a
telecominumcations carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose o~ and access to that customer's CPNl.

(2) A telecommunications carrier must mamt<lin records of notification, whether oral, written OJ:
electronic, fur at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to cilstomers' epN!.

(c) Content ofNotice. Customer notification must provide sufficient information to enable tile
customer to make an informed decision as to whether to permit a clutier to llse, disclose, or permit access
to, the customer's CPNl

(1) The notification must state that the custQmer has a right. and the carder has a duty, under
federal Jaw, to protect the confidentlaUty ofCPN!,

(2) The notification must specify the types of Infonnation fuat constitute CPNI and the specific
entities that will receive the CPNf, describe the purposes for which CPNI will be used, and infQl111 the
customer ofhis or her right to disapprove tbOSfil uses, and deny or withdraw access to erN! at any time.

(3) TIle notification must advise the customer ofthe precise steps the customer must take in order
to grant or dOIlY aocess to CPNI, and must clearly state that a denial of approval wlH not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences direotly resulting from the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is prQvided, the notice must be clearly legible, use sufficiently large
ltype, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that languag~.

(7) A carrier may slate in the notification that the cuswmer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored t() the customer's needs. A carrier also may state
in the notification iliat it may b~ compelled to disclose CPNI t() any person upon affinnative written request
by tbe customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-pMi)' access to CPNL

(9) The notification must state that any approval, or denial of approval for the use of CP"NI
outside ofthe service to whic11 the customer already subscribes from iliat carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications oarrier's sollcitation for approval must be proximate to th~

notification ofa customer's CPNI rights.

The Company's CPNI policies teq/~ire that customers be notified Of {hell' rights, and tite Company's
obligatwm, with respect to CPNI prior to any solicliatf(mjor customer approval. All requiTeif customer
ltOtJces (wilether written, oral ot electronic) cQmp~ willi the requirements Of Rule 64.2(J(j8. The
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Company maintains records ofall required customer notices (whet/ler written., oral or electronic) for a
min/mwn ofoneyear.

(d) Notice Requirements Specfjic to Ope-.Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electl.'onlc or written methods. oue not by ol"al
communi,;ation (except as provided in paragraph (1) of thls section), The contents of any such notification
must comply with the Nquiremeu.l:s ofparagraph (c) oftbis section.

(.l) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunlty to opt-out before aSBUlIlillg customer approval to use, disclose. or permit access to CPNI. A
carrier may, In its discretion, provide for a longer period. Gm'iers must notify customers as to the
applicable waiting period for a response before approval is assumed,

(i) In the case of an electronic form of notification, the waiting period shall begin to run from fue
date on which the notification was sent; and

(ii) In the case of notification by mall, the waiting period snalt begin to run on the third day
followmg the date that the,notification was mailed.

(2) Carriers using the Opt-ou;t mechanism must provide notices to thelr customers every two
years,

(3) Telecommunications carriers that use a-mail to provIde ol(Hut notices must comply with the
follOWing requirements in addition to the reqnirements generally applicable to notification:

(i) Canters must obtain express. verifiable. prior apl>roval from consumers to send notices via e·
mail regarding their service in general, or CPNI in particular;

(li) Carriers must anow customers to reply directly to e-mails containing CPN! notices in order to
opt-out;

(ill) Opt-out e-mail notices that are' r~turned to the carrier as undeliverable must be sent to the
.customer in another form before carriers may ronsider the customer to have received notice;

(Iv) Cardel'S that use e-mail to send CPNI notices must ensure that '!he subject line ofthe message
clearly and accurately Identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional qost to the' customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination ofmethods,' so long as all oustomers have the'abJJity to
opt-out at no cost and are ahle to effectuate that choice whenever they choose.

The Compfmy does not currelltty solicit rtopt omit customer approval for the use Of dlscwsure ofePNL
rile Company does not U$e CPNl for any purpose (inc/Jldlng 1IWrketi'ftg communications-related
services) and does not disclose Of grant access tc CPNI to anyparty (incf.«ding to agents or afftliates t!tat
provirk C()11mmnkatlfJt/s-relaied $e~ices). except as permifted under 47 U.S,c. § 222(11) and Rule
64.2U05.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approvallJlrough ora.l l written, or electl'onic methods, The contents ofany sucll
notification must comply with the requirements ofparagraph (c) oftWs section.

The Compa'tZ] does M( currelttly s()l1cit "opt In II customer apprf)Vllllot the lise or dlsclosure oj Cl'NL
The Ctmtpafl] does not lise, dfscwse or grant rJ.¥.:CeS9 to Cl'Nl for allY purp()f{e, to any party Qr in allY

mamutr t/lat WQuld require a customer's rropt In" approval under the Commlssi(}n~ CPNI Rules.
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(f) Notioe Requirements Specific to One·1'ime Use ofCPNI, (I) Carriers may use oral notice to
obtain limited, one-time use of Cf'NI for Inbound and outbound etlstomer telephone contacts for the
durat!on'ofthe call, regardless of'Whether carriers use opt-out or opt·In approval based on the nature of the
contact.

(?,) The contents of !lny such notification must comply with the requlrements of paragraph (c) of
this sectiolliliXr~ tl}at telecommunioations carrieIs inay omit any ofthe followmg notice provisions ifnot

------~rerMntto e I ·ten use ror wlitC1itlie camet seeks C1lNI:

(i) Carriers need not wvise customers that If they have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they may share CPN! with their affiliates or third
parties and need not name those entitieS j Iftlle 'limited CPNI usage wilt not result in use by. or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can <leny or withdraw futul'e access
to CPNJ. so long as carriers explain to customers that the scope ofthe approval the carrler seeks is limited
to one·time use; and

(Iv) Carriers may omit disclosure of !he precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can derry access to his
CPNI for the call.

In illStalteeS w/tere tfte Company seeks one-time customer approval for tlIe use or disolosure ofCPNl,
tlte Comprmy ubtafPl$ such approval lrz fJccoraatzce with the diSClosures, method8 rmd requirementS
ccntained in Rule 2008(j).

Section 64.2009 Safeguards required for use of customer proprie1ary network information.

(a) TelecomMunications carriers must implement a system by which the status of a customer's
,CPNI approval can be clearly established prior to the use of Cl?NI.

Tlte Compfmyts hilling sy$le11i allows a(uhori~ea comptmy personnel tf) easily determine the status Of a
customerts CPNI approwll on the customer QCCf/tmt !«:feen pr/Qr to the lise or disclosure ojCPNL

(b) Telecommunications carders must train their personnel as to when they are and are not
authorized to use CPNJ, and carriers must have an express disciplinary process in place.

Tlte Gumpany has established CPNI compliancepollcies t1wt bzclude e1nployee training on restrictions
on Illf!- lise and dlscwsure of CPNI (llld required safeguards to protect agaitlst unauth()fk<U1 use Qr
dlscwsure (IfCJ!Nl Employe(/$ understand the CPNIpolicies and a violation ofthose policies will
result in disciplina1'.V action.

(0) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing oampaigns that use their customers' CPNt AU carriers shall maintain a
record of all instances where CPNl was disclosed Ok' provided to th.ird patties, or where third parties were
allowed access to ePNl. The record must include a description of each campaign, the specific CPNl that
was used In tbe campaign, and what products and services were offered as a part ofthe oampaign. Carriers.
shall retain the record for a minimum of(me year.

TIle Company '$ eRNlpolMes requIre that all sales ami nmrketing campaigns including ihose utilizing
CPNI be recorded mul kept Oll- file for at least 011e year. Record$ are also maint4medfor disclosure or
afXess to CPNIby thirdpartles. The records include Ute required ihformaJion listed in Rule 64.2009(c).
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Cd) Teleool.lUllu:nications carrIers must estab£ish a sUpervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maintain reoords ofcarrier
compllance for a minimum period of one year. Speoifically, sales pexsollnel must obtain supervisory
approval of any proposed out~bound marketing request for oustomer appt<:wal.

TIte Company's CPNI policies require emp!fJyeeN to ohtain appr(JV4l Jr(}m the Company's CPNl
, .,-.C.Q!!JJ!}j~er fOf alll'twrketitlg campaig!M>. inclutiby;, muse utillz.tng CP/ylt.l1rloT w initiating that

Cdmp«ign. Record (lj'the marketmg ell/npa/gns, along wltlt Ihe approprfule superllis(J1jJ approval is
mainwhredfof at fe(ist olteyear.

(e) A telecommunications carrier must have an officer. as an agent of the carrier, sign and flle
with the Commission a compliance certificate WI an annual basis. The officer must state in the certification
that he or she has pe).'$onal knowledge that the company has established operating procedures that are
adequate to ensure cO'1'llJ?liance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compllance with the rules in this snbpaat. In addition. the car:der must include an explanation of any
actions tak~ against data brokers and a summary of all customer complaints received in the past year
conceming the unauthorized release of CPNl. This filing mUst be made aJmuaHy with the Enforcement
Bureau on or before March 1 in BE Docket No. 06.36, for data pertaining to the previous cwendar year.

The required officer cetltj1catlou, aclivus taken against data broker$. and $ummalY Of customer
complaint (loCU1nep,fs are incladed wUft tMs accmnpanylng statement. Th« Company will file tJlese
documents on an amzum basis on or btifore Morch 1for data pertainhzg to tI,e previou.v calendaryear,

(f) Carriers must provide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree fuat consumers' inability to
opt-i>ut is more than:an anomaly.

(1) The notice shall be in the form ofa letter. and shall include tlte carrier's name, a description of
the opt'-out mechanlsm(s) used, the prctblems(s) experienced. the remedy proposed lind when it will be/was
implemented, whetber the relevant state commission(ll) has' been notified and whether it has taken any
action, a copy ofthe notice provided to customel'S, and contact information.

(2) Such notice must be submitted even if the carner offers other methods by which consumers
may opt-out.

Tlte Company does Itot curtently soltcU "opt out"customer approvalfor tile lise or disclosure ofePNl.

Section 64.2010 Safeguards on tne disclosure of customer proprietary network information.

(a) Sajeguetrdfng CPNl, Telecommunications carriers must take l'easonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Teleoommunications carrier~ must
properly authentioate a customer prior to disclosing CPNI based on c'\lstomer-Initiated telephone contact,
online account access, or an in-store visit.

Tlte Company's eRNl policl/!$ ami ({f11ployee traifling include re(l$fmable measures to diSCfJver and
protect agaiust activity tllat is iltdlcaflve ofprefexJing and employees are Instructed tq notifY the CPNI
C(}mp{umce Officer ifany sMelt (J(j1Ivlty is suspected.

(b) Telephone access to CPNl. TelecommunicatIons carriers ltlay only disclose calJ detail
infonnation over the telephone, based on cn!stomef·initiatcd telephOll.e contact, if the customer first
provides the carrier with a password, as described in paragraph (I'» ofthi.s section, that is not prompted by
the carrier asking for readily available biographical information, or account information.. If the cumomer
does not provide a password, the telecommunicatIons carrIer may only disclose call detail informatlon by
sending it to the customer's address of record, or, by calling the customer at the t-elephone number of
record. If the customer is able to provide call. detaillnfonnatfon to the tfllecommunioations carrier during a
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customer-initiated caIl witnout the telecommunications carrier's assistance, then the telecommunications
camer is pennitted to discuss thc;l can detail infot'mation provided by the customer.

The Cllmp(my t$ CPNI policies ensure that ((. customer is only able to: access caY tletalllnj()rmat~lt Olter

the telephone ill one of the ways listed in Rule 64.1(J]()(h). If the customer cannot remember tlte/r
password, they are prompted to answer a secuti!y question. Neither the password ltof the security

~_. ~J!f:!?!! If.re,hlfsefi on rendO,! availabk bfoQ!!!J!.hical i~!!!rmat~...!!!E!..lfnt i.!!1.Q1'Jntlt)ol1. Caw/mer
smlce representatives are instructed to authenticate customers over (he telephone in ttll instances except
ill lite case where the caswmer provides tIle call. detail IIt!QrmJltioll witltout the (J$s!ffflhce oj the
Company.

(0) OnUne access to CPNI. A telecO!lUnumoations carrier must authenticate a customer without
the use of readily available biographical infonnation, or account information, prjol' to allowing. the
customer online access to CPNI related to a telecommunicatl.ons serv:lce account. Once auth(}ntlcated, the
customer may only obtain online access to CPNI related to a telecomn:llU1ications sel'vice aCCount through a
password, as described in paragraph (e) of this section, that is not pr6mpted by the clllrier asking for readily
available biographical information, or account Information.

The Company's customers have access to their account online upon entry ofan access code which is not
linked to readily available account information.

(d) In-Store accrt~s to CPNI. A telecommunications carrier may disclose CPNI to <l customer
who, at a carrier's retalliocation, first presents to the telecommunications carrier or its agent a valid photo
ill matching the customer's account information.

The Company does not have a retaillocatiofl.

(e) Establishmal1t ofa Password and Eaclv-up Authentication Methods for Lost ar Forgorten
Passwords. To establish a password, atelecommunications carrier must authenticate tIle customer without
the use ofreadily available biographical information. or account information. Telecommunications catriers
may create a back~up customer authentication method in the event ofa lost or forgotten password, but such
,back-Up customer authentication method may not prompt the customer for readily available biographical.
'information, or account information. If a customer canllot provide the con'cct password or the correct
response fur the back-up customer authentication meth.od, the customer must establish a new password as
described in this paragrapb.

The CcmpaJty's CPNI policies allow fOr a few ways to estflhlisl' a password, all oJ whlcl: emmre
cmnpliance witT' the aboveparagraph. Each metltfJt! qlso a(lows the customer tQ establish a' . .'.
security question in the event that tlley forget t!teir passlPo-rd. In lUI (went «oes the C(f11Ipauy use readily
avaJlgble bfugraphkal inj'ormat{D1t or account inj'omultion as a haek..up ques{itJ'lt Qr as a means to
establisll (( palisword or autJumtiCllte the customer.

(1) Notifioation of account changes. Te1eoommunicedons carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgot~en passwords, online account, or address of record is created or changed. This notifi~tioll is 110t
required when the customer initiates servIce,. including the selection of a password at service initiation.
This notification may be through a cattier-originated Yoicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed [nrormatlon Or be sent to ilie
new account information.

The Company's billing system gefwates (l notljlcation kiter wlten allY Of the fields listed in Rule
64.2010(f) is created or c1umgea. The Company immediately mails out the llotJjlcatUnt to the address of
recura (never a 1teW address) When required hy Rule M.2010(j). Tile content o/tlte notiflcatlon complies
with tfle requirements ofRuk 64.201{)(j).
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(8;) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authenticatiotl regimes other than those described in this section for services they provide
to their business customer that bave both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPNI.

TI,e Company dDes JWt utilite O,e huslltess customer exception at t!lis time.

Section 64.2011 Notlficatb,n of customer proprietary network information security
breaehes.

(a) Atelecommunications carrier shaU notify law enforcement of a breach ofits customers' CPNI
as provided in this section, The carrier shall not notify its customers or disclose the breach publicly.
whether voluntarily or under state or local law or these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in l'lQ event later than seven (7) business days. after reasonable
determination of !:he breaoh, the telecommunications carrIer shall electronically notify the United States
Secret Service (USSS) and. the Federal Bureau oflnvestigation (FEl) through a central reporting facility.
The Commission will maintain a link to the reporting facility at http;//wwW.fcc.gov/eb/cpni.

(1) Notwithstanding an)' state law to the contrary. the carrier shall not notifY customers or
disclose the breach to the ·public until 7 fun business days h~ve passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3),

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
cust'Omers sooner than otherwise allowed under plmlgraph (1), in order to avoid immediate and irreparable
harm, it shaH so indicate in its notification and my proClled to immediately notify its affected customers
only after consultation with. the re-Ievant investigating agency. The carrier shall cooperate with the r~Ievant

investigating agency's request to minimize any adverse effeotsofsuch customer notification.

(3) If the relevant investigating agency determines that lbe public disclosure or notice to
;customers would impede or compromise an ongoing or potential criminal investigation or national security.
such agency may direct the carxier not to so disclose or notify for an initial period of IIp to 3Q days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that pnblic disclosure or notice to
affected customers will no longer impede or compromise. a criminal investigation or national security. The
agency shall provide in. writing its initial direction to the carrier. any subsequent extension, and any
notification that notice will no longer impede or compr{)mise a crlminal invest~gation 0).' national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Rl1cordlceeping. All carriers shall maintain a record, electrOnically or in some other manner, of
any breaches discovered, notification made to the 1JSSSa.nd the FBI pursuant to paragraph (b), and
notification made to oustomers. The r~cord must include, ifavailable, dates ofd)scovery and notification, a
detailed description of the CPNI that was the subject of the breach. and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

The Q)myany hilSpolicies fwd procedures in place to enS1U'e complumce witl' Rule 64.2011. m,en it is
reasonably determftted that « hre4CT, !tas occurred, the CPNl Compliratce Officer will notilY law
enforcement and its customer in tile required time/rames. A record oftke breach will be mainmimuljor
a minimum Of two years and will include all ill!urmatfon requtred by Rrtle 64.2011.


